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ldentity. Information. Money.
There's more on the line
than just a call.

Know the difference between a genuine call and vishing.
Protect your financial information from being misused.

Forewarned is forearmed. Simply put, when you know about vishing, you are better prepared to protect
yourself from it too. Vishing is a type of fraud where a person poses as a genuine caller — may be as a bank
official or an authority figure — and lures you into sharing your confidential information with him/her. This is
then used for identity theft.

Here are a few steps that will help you protect yourself from vishing:

e Do not provide confidential information over the phone. A bank will never ask you for private information
like One Time Password, card/account information or text (SMS) messages.

¢ Do not trust phone numbers, even if the number displayed is that of your bank, as it could be a scam,
where a fraudster falsifies the number he/she is calling from in order to make the call appear as genuine

e \When you receive a call, ask questions and get as many details as possible

¢ \When in doubt, inform the caller that you will call back on the number. This will help you validate the
genuineness of the call.

e Do not respond to any suspicious looking e-mail, automated calls or text messages

¢ Do not share your personal information on social sites or media. Be discreet when you tweet.
e Ensure that you update your contact details with the Bank to get timely alerts

For more information on online security and good banking practices from HSBC,

Visit www.hsbc.co.in

Issued by The Hongkong and Shanghai Banking Corporation Limited, India. Incorporated in Hong Kong SAR with limited liability.

Non-Resident Indian (NRI) deposits are under the Reserve Bank of India programme for Non-Resident Indians and
are governed by the rules in effect from time to time relating to such programmes, are subject to the
sovereign risk arising from and governed by the laws of, or any changes to the laws of India.

NRI deposits/accounts are held with The Hongkong and Shanghai Banking Corporation Limited, India (HSBC India)
and are not insured by any insurance company or corporation outside India and are payable only at the branch of
the Bank in India where the deposit is made.

Non-Resident (NR) Accounts and Non-Resident Indian (NRI) services are offered by The Hongkong and
Shanghai Banking Corporation Limited, India (HSBC India) under the Reserve Bank of India programme for Non-
Resident Indians and are governed by the extant rules and regulations and the applicable laws of India, relating
to such programmes, and are subject to the sovereign risk arising from any changes to such
laws/rules/regulations.

Approved for issue in the UK by HSBC Bank plc. 8 Canada Square, London E14 5HQ. Deposits/Investments
made with non-UK members of the group do not benefit from the protection provided under the UK Financial
Services and Markets Act 2000, including the UK Financial Services Compensation Scheme under the UK
Financial Services and Markets Act 2000, including the UK Financial Services Compensation Scheme.

NR deposits are offered under the Reserve Bank of India programme for Non-Resident Indians and are governed
by the rules in effect from time to time relating to such programmes, are subject to the sovereign risk arising from,
and governed by the laws of, or any changes to the laws of India. NR deposits with the Bank in India are not
insured by Federal Deposit Insurance Corporation (FDIC) of the USA, nor by any other insurance company or
corporation outside India and are payable only at the branch of the Bank in India where the deposit is made.
Under current US tax laws, US citizens and residents are subject to tax on their worldwide income. You should
consult your tax advisor for the US treatment of income from these deposits.

NRI accounts and services are offered by The Hongkong and Shanghai Banking Corporation Limited, India
(HSBC India). HSBC India is a branch of The Hongkong and Shanghai Banking Corporation Limited. The
Hongkong and Shanghai Banking Corporation Limited has a Representative Office in the UAE licensed by the
Central Bank of the United Arab Emirates

Deposits/Accounts held with HSBC India are not protected deposit and are not protected by Deposit Protection
Scheme in Hong Kong.

For Residents within Kingdom of Bahrain, we remind you that deposits made with HSBC India do not benefit from
the protection provided under the Deposit Protection Scheme established by the Central Bank of Bahrain
regulation concerning the establishment of a Deposit Protection Scheme and a Deposit Protection Board.

NRI services are provided by HSBC India. HSBC India is the branch of The Hongkong and Shanghai Banking
Corporation Limited and HSBC India is not regulated in Canada. NR deposits with the Bank in India are not
insured by Canadian Deposit Insurance Corporation (CDIC), nor by any other insurance company or corporation
outside India and are payable only at the branch of the Bank in India where the deposit is made. You should
consult your tax advisor for the Canada treatment of income from these deposits.

NR_FRD_VISH_07/18

Deposits and accounts held with HSBC India are not protected by the Australian Financial Claims Scheme.

Never respond to unsolicited offers of money received through e-mails/phone/other media*

¢ No one really gives you money for free*

e Be careful while investing in seemingly attractive schemes offering high returns*

¢ Do not invest in unregulated companies/entities*

¢ Do not rely on hearsay — Check for yourself*

e High return means higher risk including potential loss of entire money — Check your risk-appetite!*
¢ Take care of your money — It is hard to earn but easy to lose*

¢ \When in doubt, check with a trusted financial adviser*

*For any clarification, visit www.rbi.org.in or www.sebi.gov.in or www.irda.gov.in
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